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Dedicated to Government Entities and Best in Class Security
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AGENDA

Today’s Objective:

Welcome For DoD and government agencies, and our partners
Mobility Edge™ serving them, and non-government applications to
Government Certifications gain an understanding of and benefit from

. : certifications that Honeywell has recently achieved for
Impact of Certifications Y 4

mobile computing solutions.

Resources Available

S o A o

Q&A

Good Security Benefits Everyone
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MOBILITY EDGE™

A Unified Platform For Mobile Computing
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CT40/XP CT60/XP CN8O CK65 VM3A
Common HW/SW platform - 1st & only guaranteed compatible through A12 Reduce cost, effort and risk
One OS software image |E: P Committed to Android 13 @ ’ Speed time-to-value E@
Common software ecosystem — Each Android version, no gaps Future-proof investment -
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MOBILITY EDGE™ ANDROID CONTINUITY GUARANTEE |Key

Available or Guaranteed
Best Security & Features

Committed

The only way to receive the best available
Android security and features is through the

Mobility Edge Device OS Version Availability

. . Android=> i\ 8/0 9/P 10 11 12
latest Android version, NOT through 140 WWAN
backported patches to prior versions. CT40 WLAN I F S —
CT40XP WWAN -
CT40XP WLAN S —
_ CT60 WWAN
New security features are not backported to ggg)yFV)LV/WVAN S L ——
prior to Android versions. CTEOXP WLAN e S —
CK65 WWAN
CK65 WLAN I D Y T
CT60XP WWAN
Honeywell guarantees. CT60XP WLAN S —— ——
Other OEMs have skipped versions, only CN80G I Y S E—
.. ) ) VM1A

RT10A I N
Mobility Edge 2

$3.9m AVg cost of secu rlty breach As with our leadership on Android 12,

Source: IBM Security and Ponemon Institute Honeywell is committed to supporting 13 with reasonable commercial efforts

Mobility Edge is the leader in Android version continuity & support

Providing the best available security, features, and lifecycle duration
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Honeywell’s
Secure Development Lifecycle (SDLC)

NIST SP 800-53

Defense-in-
dept secure
the software,
hardware and
data

Holistic
Security

Confidentiality

.Eli'

Information
Security

|

Assurance
testing across Continually-

devices and evolving
services

Availability

Honeywell Secure Product Development process does not stop with compliance.
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ST THE JOURNEY TO APL
(National institute of Standards THIS ISN’T JUST ONE CERTIFICATION

and Technologies)
Special Publication 800-53

DODIN Approved Products List (APL)

v Accelerates approvals for use
v’ Certified secure

Common NIAP v Meets/exceeds DoD & Federal

FIPS 140-2 — : :
Criteria (National Information cyber requirements

Assurance Partnership)

Deploy faster with less risk of being

blocked due to lack of security
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CONTACT LIST

Dave Jones Glen Nemeroff
Role: DOD, VA, Select Federal Agencies Role: DOD Contractors/Select Fed Agencies
Email: David.Jones@Honeywell.com Email: Glen.Nemeroff@Honeywell.com
Phone: (757) 272-8180 Phone: (860) 334-6882

Mark Quinn David Boppell
Role: Key Account Manager Role: Govt/DOD Solutions Architect
Email: Mark.Quinn2@Honeywell.com Email: David.Boppell@Honeywell.com
Phone: (503) 741-7692 Phone: (610) 392-0635
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LEARN MORE

« Articles
 Honeywell Receives STIG Certification
« CN80G on DoD’s Approved Product List
« Collateral
» STIG Certification Flyer
» STIG Certification White Paper
 More Information
« STIG
 NIAP
 DoDIN APL

COMPREHENSIVE
SECURITY
PROVIDED

BY THE )
MOBILITY EDGE
PLATFORM

rity provided by the Mobility

INTRODUCTION ! &’ Y
Honeywell's cybersecus ~
Edge Platform has received prestigious recognitions .4 4 v’
from the United States Department of Defense. : ‘.\ ‘ ;

Mobil llty Edge™ tfor
deliver nsurpasud ¢ 5

. operate safely. The U.S. Departi
of Defense recognized Honeywell
for its security through the Mobility

Edge Platform with the gold standard PPN
n security designations - a Security

Tech ical Implementation Guide (STIG).

The U.S. Department of Defense (DoD)
recognized Honeywell for its security through
the Mobility Edge platform with the gold
standard in security designations - a Security
Technical Implementation Guide (STIG).

Honeywell Edge Devices First Ever Rugged Mobile APL Approved!!!
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https://sps.honeywell.com/us/en/support/blog/productivity/department-of-defense-awards-honeywell-stig-cybersecurity-certification-for-mobility-edge-platform-ruggedized-mobile-computers
https://sps.honeywell.com/us/en/support/blog/productivity/honeywell-cn80g-is-the-first-ruggedized-device-to-be-listed-on-department-of-defense-approved-products-list
https://productivity.honeywell.com/partners/prm/English/s/assets?id=264189
https://productivity.honeywell.com/partners/prm/English/s/assets?id=264179
https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=mobility%2Csmartphone
https://www.niap-ccevs.org/Product/
https://aplits.disa.mil/processAPList.action

&A

Use the Chat box feature or to ask a question live:

* Please use the raise your hand feature

* Once called on, please unmute yourself

Honeywell
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